PLUS4DATA – eguide4DATA | OT Resilience
	OT-INCIDENT-
RESPONSE-PLAN
Fillable working template for production and automation environments



Company / Plant: ________________________________________________________________________________
Scope: ________________________________________________________________________________
Document Owner: ________________________________________________________________________________
Version / Approval Date: ________________________________________________________________________________
	Purpose of the Template
This template supports the structured preparation, handling, and post-incident review of OT security incidents. It must be adapted to the specific plant environment, risk assessment, and internal and statutory requirements.



Note: This template does not replace individual legal, regulatory, occupational health and safety, or technical advice. Interventions in operational systems may only be carried out by authorized specialists and with due regard for operational safety.


1. Document Control and Approval
	Field
	Entry

	Document ID
	

	Owner
	

	Approved by
	

	Effective from
	

	Next Review
	

	Storage Location / Offline Copy
	

	Classification
	☐ Internal  ☐ Confidential  ☐ Strictly Confidential



Revision History
	Version
	Date
	Change
	Prepared / Approved

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Activation Criteria
☐ Confirmed or suspected cyberattack on OT systems
☐ Unexpected program, parameter, or configuration change
☐ Failure or abnormal behavior of critical assets
☐ Loss of communication, integrity, or availability
☐ Indication of manipulation by internal or external actors
Who is authorized to activate the plan: ________________________________________________________________________________
Deputy Arrangement: ________________________________________________________________________________


2. Quick Action Card: First 30 Minutes
	Safety First
The safety of people, the environment, and the plant takes priority. Do not perform uncoordinated restarts, deletions, restores, or network disconnections. Document decisions and preserve evidence.



	No.
	Immediate Action
	Responsible
	Time / Status

	1
	Assess risks to people, the environment, and the plant; initiate the necessary safety procedures.
	
	

	2
	Report the incident and activate the OT Incident Manager.
	
	

	3
	Identify affected systems and production areas.
	
	

	4
	Minimize changes to the current state; preserve relevant logs and timestamps.
	
	

	5
	Coordinate containment with Production, OT, and IT Security.
	
	

	6
	Review reporting obligations and communication channels.
	
	

	7
	Open an incident log and document all decisions.
	
	



Incident ID: ________________________________________________________________________________
Detected on / at: ________________________________________________________________________________
Detected by: ________________________________________________________________________________
Brief Situation Description: ________________________________________________________________________________
________________________________________________________________________________


3. Roles, Contacts, and Escalation
	Role
	Name
	Phone / Alternative Contact
	Incident Responsibility

	OT Incident Manager
	
	
	Overall coordination and decisions

	Production / Shift Management
	
	
	Operational safety and production priorities

	OT / Automation
	
	
	Technical analysis and recovery

	IT Security / SOC
	
	
	Analysis, containment, and evidence preservation

	Maintenance
	
	
	Plant access and technical measures

	Management / Crisis Management Team
	
	
	Business decisions and communication

	Data Protection
	
	
	Assessment of personal data

	Legal / Compliance
	
	
	Reporting obligations and documentation

	Communications / PR
	
	
	Coordinated internal and external communication

	Manufacturer / Integrator
	
	
	Technical support and spare parts



Escalation Levels
	Level
	Criterion
	Escalate to
	Maximum Internalal Response Time

	1 – Local
	Limited impact, no safety risk
	
	

	2 – Critical
	Production disruption or multiple systems affected
	
	

	3 – Crisis
	Cross-plant impact, safety/environmental risk, or significant external impact
	
	





4. Critical Assets and Dependencies
	Asset / Line
	Criticality
	Owner
	PLC/HMI/SCADA
	Dependencies
	RTO / RPO

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Prioritization Criteria
☐ Safety of people and the environment
☐ Impact on delivery capability and quality
☐ Dependencies of other lines or utilities
☐ Availability of replacement hardware, software, and expertise
☐ Existence, age, and verifiability of backups


5. Detection, Assessment, and Classification
Observed Indicators
☐ Unexpected program or parameter changes
☐ Unplanned restarts or communication failures
☐ Abnormal plant behavior or operator displays
☐ Failed backups or unknown version states
☐ Unusual user accounts, remote access, or connections
☐ Information from IT Security, manufacturers, partners, or authorities
	Assessment
	Low
	Medium
	High / Critical

	Safety
	No apparent hazard
	Potential hazard
	Immediate hazard or hazard that cannot be ruled out with certainty

	Production
	No/minor disruption
	Partial outage
	Shutdown of critical processes

	Propagation
	One system
	Multiple connected systems
	Across plants/sites

	Data / Configuration
	No confirmed change
	Suspicious deviation
	Confirmed manipulation or loss

	External Impact
	None
	Possible
	Significant / assess whether reportable



Preliminary Classification: ________________________________________________________________________________
Rationale: ________________________________________________________________________________
________________________________________________________________________________
Affected Systems
	System / Asset
	IP / Location
	Observation
	Since When
	Evidence / Source

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	





6. Analysis and Containment
	Decision-Making Principle
Containment measures must be coordinated among OT, Production, and IT Security. Disconnecting a network or shutting down systems may have safety-critical and process-critical consequences.



	Decision / Action
	Risk if Implemented
	Risk if Not Implemented
	Approval
	Time / Result

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Analysis Questions
☐ Which systems and segments are affected?
☐ What changes were made, when, and by whom?
☐ Is lateral movement apparent?
☐ Which accounts, access points, or service providers were involved?
☐ Which data states can be considered trustworthy?
☐ Which systems must be isolated or subject to enhanced monitoring?


7. Recovery and Controlled Restart
	Checkpoint
	Evidence / Source
	Responsible
	Approval

	Last known approved state identified
	
	
	

	Backup integrity and origin verified
	
	
	

	Affected credentials / accounts secured
	
	
	

	Replacement system or target device technically suitable
	
	
	

	Restore procedure and rollback option agreed
	
	
	

	Online/offline comparison or functional test completed
	
	
	

	Safety, Quality, and Production approvals granted
	
	
	

	Monitoring activated after restart
	
	
	



Recovery Log
	System
	Initial State
	Restored State
	Time
	Test Result / Approval

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Abort Criteria / Rollback Plan: ________________________________________________________________________________
________________________________________________________________________________
8. Reporting and Communication Plan
	Regulatory Assessment
In the event of a significant security incident, affected entities are expected to submit an early initial notification to the BSI within 24 hours of becoming aware of the incident. In each specific case, the responsible functions must assess jurisdiction, applicability, additional deadlines, and parallel obligations.



	Recipient / Authority
	Reason / Threshold
	Responsible
	Channel / Contact
	Deadline
	Status

	BSI / Competent Authority
	
	
	
	
	

	Data Protection Authority
	
	
	
	
	

	Customers / Partners
	
	
	
	
	

	Insurer
	
	
	
	
	

	Law Enforcement
	
	
	
	
	

	Executive Management / Supervisory Body
	
	
	
	
	



Communication Approval Rules
☐ Communicate confirmed facts only
☐ Do not assign blame or speculate
☐ Share technical details on a need-to-know basis
☐ Use consistent messaging and designated spokespersons
☐ Log the time, content, and recipients of every communication


9. Incident and Action Log
	Date / Time
	Observation / Decision / Action
	Performed by
	Result / Next Step

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Evidence Register
	ID
	Source / System
	Description
	Preserved by / When
	Storage Location / Hash

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	





10. Post-Incident Review and Lessons Learned
	Topic
	Finding
	Action
	Owner
	Due Date
	Status

	Cause
	
	
	
	
	

	Detection
	
	
	
	
	

	Containment
	
	
	
	
	

	Recovery
	
	
	
	
	

	Communication / Reporting
	
	
	
	
	

	Documentation / Backup
	
	
	
	
	

	Training / Exercise
	
	
	
	
	



Root Cause / Confirmed Cause: ________________________________________________________________________________
________________________________________________________________________________
What Worked Well: ________________________________________________________________________________
________________________________________________________________________________
What Needs Improvement: ________________________________________________________________________________
________________________________________________________________________________
Final Approval
	Role
	Name
	Date
	Signature / Approval

	OT Incident Manager
	
	
	

	Production
	
	
	

	IT Security
	
	
	

	Management
	
	
	





11. Exercise and Maintenance Plan
	Exercise / Test
	Scope
	Frequency
	Responsible
	Last Completed
	Next Scheduled Date

	Contact and Escalation Test
	
	
	
	
	

	Tabletop Exercise
	
	
	
	
	

	Recovery Test for a Critical Asset
	
	
	
	
	

	Technical Emergency Exercise
	
	
	
	
	

	Review of Reporting Channels
	
	
	
	
	

	Plan and Documentation Review
	
	
	
	
	



Readiness Quick Check
☐ Contacts and deputies are up to date
☐ Critical assets are fully recorded
☐ Backups are available, protected, and tested
☐ Approved version states are clearly identifiable
☐ Offline access to the plan and recovery documentation is available
☐ Reporting channels and responsibilities are known
☐ Exercises have been conducted and actions tracked
	Recommended Storage
Maintain at least one protected copy that remains accessible if central IT systems fail. Access, confidentiality, and updating must be governed.



Appendix: Incident Summary Form
Incident ID: ________________________________________________________________________________
Date / Time: ________________________________________________________________________________
Reporting Person: ________________________________________________________________________________
Affected Asset / Systems: ________________________________________________________________________________
Impact on Safety / Production: ________________________________________________________________________________
________________________________________________________________________________
Actions Already Taken: ________________________________________________________________________________
________________________________________________________________________________
Support Required: ________________________________________________________________________________
________________________________________________________________________________
This template was created as a practical working aid accompanying the article “OT Incident Response Plan: How to Prepare for a Serious Incident in Production.” Before use, it must be reviewed and approved for the specific organization and tested regularly.
OT Incident Response Plan Template by PLUS4DATA – eguide4DATA | Confidential | Version: __________
